
524 N. Broadway #537
Edmond, OK 73034

405-534-4914

altitudeseclaw.com

This template has been prepared by Altitude Securities Law Office and is intended for informational purposes only. The use of this template does not in any manner 
constitute legal advice nor shall not be used as a substitute for legal advice from a qualified attorney. While we are happy to speak with any user about the use of this 

template, use of this template shall not be construed as forming an attorney-client relationship between Altitude Securities Law Office and the user.
 

This template may not reflect the most up-to-date information. Altitude Securities Law Office does not may any promise or guarantees about the accuracy, 
completeness, currency or adequacy of the contents. Altitude Securities Law Office expressly disclaims all liability with respect to actions taken or not taken based on 

any or all of the contents of this template.
 

Each individual document published by Altitude Securities Law Office on its website may contain other proprietary notices and copyright information relating to that 
specific document. Altitude Securities Law Office hereby authorizes you to make a copy of the materials posted on this website for your own personal, noncommercial 

use, but you may not make or distribute copies of any part of this website for any other purpose.



Vendor Due Diligence Checklist 

Vendor Information: 

Name: 

Address: 

Phone Number: 

Contact Name: 

Contact Email Address: 

Regulatory Body who 
Supervises the Vendor: 

Registration No. with the 
Regulatory Body: 

No. of Years in Business: 

Service Provided: 

How is data stored? 

Where are hard copy 
documents stored? 

Due Diligence Action Response Comments 

Reviewed foundation documents and company 
structure to ensure the vendor is legitimate 
and/or licensed to do business. 

� Yes 

� No 

� N/A 

Reviewed vendor’s business history and 
experience in providing services to financial 
firms and the associated regulatory 
requirements. 

� Yes 

� No 

� N/A 

Reviewed vendor’s financial documents and 
credit ratings to ensure that potential vendors 
are financially solvent.  

� Yes 

� No 

� N/A 

Reviewed insurance documents outlining the 
vendor’s coverage, e.g., general liability, cyber 
insurance or insurance specific to services. 

� Yes 

� No 

� N/A 
Review compliance reports and other 
documents documenting the cyber-security risk 
of the vendor. 

� Yes 

� No 

� N/A 



Vendor Due Diligence Checklist 
 

Reviewed vendor’s Privacy Policy and/or 
vendor’s Information Security Policy (ISP) to 
evaluate its data privacy, security, and 
confidentiality. 

� Yes 

� No 

� N/A 

 

Reviewed information on the company and its 
key personnel from outside sources, such as 
CFPB, BBB, or court records, to assess the 
vendor’s reputational risk.   

� Yes 

� No 

� N/A 

 

Reviewed the vendor’s disaster recovery 
and/or Business Continuity Plan (BCP) to 
ensure they can continue operations during a 
disruption and evaluate their backup systems 
and recovery time objectives. 

� Yes 

� No 
� N/A 

 

Reviewed whether there is any conflict of 
interests of the vendor in providing services to 
the firm. 

� Yes 

� No 
� N/A 

 

Will the vendor have access to any of the 
advisor’s client information? If so, reviewed 
how the vendor handles and protects customer 
data, including storage, retention, and disposal 
of client data. 

� Yes 

� No 

� N/A 

 

Reviewed vendors policies and procedures to 
ensure they are compliant with relevant data 
protection regulations. 

� Yes 

� No 

� N/A 

 

Reviewed Service Level Agreements (SLAs) to 
ensure they align with our firm’s expectations 
and requirements. 

� Yes 

� No 

� N/A 

 

Reviewed vendors contract terms, including 
termination clause, service fees, and 
indemnification provisions. 

� Yes 

� No 

� N/A 

 

Reviewed vendor’s procedures for transitioning 
to new vendor or bringing services in-house if 
necessary 

� Yes 
� No 

� N/A 

 

Established metrics and reporting mechanisms 
to monitor the vendor’s performance regularly. 

� Yes 

� No 

� N/A 

 

Defined processes for addressing any 
performance issues or disputes that may arise 
with vendor. 

� Yes 

� No 

� N/A 
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